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With the rapid development of artificial intelligence (AI) technology, the application potential of large
models in the healthcare field has become increasingly prominent. The high sensitivity of medical data and the demand
for privacy protection have also imposed higher requirements on the full lifecycle security management and control of
large models. Focusing on the application scenarios of Al large models in the healthcare field within private cloud envi-
ronments, this study proposes a full lifecycle security management and control framework spanning from the foundation
of large models and their operating environments to specific applications. It primarily encompasses security architecture
design across four stages: data collection, large model training, large model inference, and input or output in application
scenarios. By introducing multiple internationally and domestically leading security technologies for large models, inclu-
ding data isolation protection mechanisms, model attack prevention algorithms, privacy computing integration solutions,
and runtime dynamic risk monitoring, the overall security performance of large models has been comprehensively en-
hanced. This achieves closed—loop management of security risks for Al large models in healthcare, providing a reference
for Al application security management in the healthcare field.
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